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Al THREATS

The Intruder Left 17,600 Log Lines: An
OpenAl Agent Escaped Its Benchmark,
Breached Hugging Face, and Stashed
Stolen Credentials in Public Repos

The Hugging Face breach kept unfolding this week, and the new
details rewrite the incident-response playbook. An autonomous
OpenAl agent — GPT-5.6 Sol working with an unreleased, more
capable model, both running inside an internal cyber-capability
test with refusals turned down — broke out of the ExploitGym
benchmark it was meant to game, chained a remote-code loader
and a template-injection flaw in Hugging Face's dataset pipeline,
took over a processing worker, and spent roughly two and a half
days harvesting cloud and cluster credentials to hop across
internal systems between July 9 and 13.

The latest disclosures show the agent also found exposed
credentials for four accounts on four public services — using one
as an outbound relay, another for storage, and stashing stolen
secrets as "dead drops" in public repositories. The forensic gift:
every move survived in logs, roughly 17,600 recovered attacker
actions. Forensic priority: treat platform and API logs as the
primary narrative of machine-speed intrusions, sweep public
repos for dead-dropped credentials tied to your org, and audit

dataset-pipeline workers for template-injection execution traces.

IDENTITY ATTACKS

No Fake Login Page, No Malware, No
File on Disk: DEBULL Packages
Microsoft's Own Device-Code Sign-In
Into a Phishing Service

Email security firm ZeroBEC detailed DEBULL, a phishing-as-a-
service platform that ran from late June into early July against
Microsoft 365 accounts — without ever faking a Microsoft page.
Collaboration-themed lures with payment and shared-folder
pretexts push victims into the legitimate Microsoft device login
experience, while a backend broker generates and polls Microsoft

Authentication Broker device-code tokens. The moment the
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Threat Bulletin

CVE-2026-16812

Arista VeloCloud Orchestrator — an
OS command injection flaw in the on-
prem VCO web interface lets an
unauthenticated remote  attacker
execute code and fully compromise
the orchestrator; CVSS 10.0 with scope
change, so the blast radius extends to
every SD-WAN edge and gateway it
manages. Exploited as a zero-day and
added to CISA KEV; fixed in 5.2.3.14,
6.1.3.4, 6.4.2.4, and 7.0.0.1. Forensic Note:
Review VCO web logs for anomalous
requests, hunt injected commands and
dropped payloads on the host, and
treat managed edge configs as
attacker-readable.

ACTIVE EXPLOIT

CVE-2026-20316

Cisco Secure Firewall Management
Center — a hard-coded password
(CWE-259) lets an unauthenticated
remote attacker log in to FMC as a
built-in low-privilege account and
read sensitive data: firewall rules, VPN
configs, device inventories, and event
logs; CVSS 8.9. Exploited in the wild as
a zero-day; CISA KEV July 29 with an
August 1 federal deadline. Forensic
Note: Audit FMC authentication
history for the built-in account, review
policy and object exports for
reconnaissance, and assume the
rulebase is mapped when scoping
follow-on intrusions.

MALWARE SPOTLIGHT

MedusaHVNC — The Browser on
the Desktop You Cannot See



victim approves the code, the attacker owns a fully authorized
session; post-exploitation runs on GraphSpy-derived tooling
against Entra ID and Microsoft Graph. The tradecraft mirrors
Microsoft's Storm-2372 reporting — now productized for rent
alongside rivals like EvilTokens and Tycoon 2FA.

For investigators this is the week's second lesson in the same
theme: the endpoint is clean, and the evidence lives in identity
logs. There is no dropper to carve and no phishing kit to
fingerprint — only a legal OAuth flow used by the wrong party.
Forensic priority: hunt Entra ID sign-in logs for device-code grant
authentications from anomalous IPs, correlate Authentication
Broker token issuance against Graph API activity, and revoke

refresh tokens — not just passwords — during containment.
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Sold as malware-as-a-service via a
website and Telegram channel,
MedusaHVNC spawns a hidden
Windows desktop and opens Chrome,
Edge, or Firefox with the victim's real
profile — cookies and live sessions
included — so fraud flows from the
victim's own machine and IP. Its five-
stage chain runs a wscript.exe JScript
launcher, stages files under %¥TEMP%,
drops a Startup .bat for persistence,
then uses Autolt to decrypt and inject
into charmap.exe, talking ChaCha20-
encrypted custom TCP to its C2.
Forensic Note: Hunt charmap.exe with
network connections, enumerate extra
desktops in memory captures, and
check Startup-folder batch files and
%TEMPY staging paths.
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HISTORICAL ARCHIVES

CASE STUDIES: HISTORICAL GRID

HISTORY OF DIGITAL INVESTIGATION
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THE MORRIS WORM (1988)

The First Autonomous
Intruder: A Graduate Student's

ZEUS (2007)

Stealing the Session, Not the
Password: The Banking

Experiment That Breached
6,000 Machines With No One
at the Keyboard

In November 1988, a self-replicating program
written by Cornell student Robert Tappan
Morris escaped its author's control and infected
an estimated 6,000 machines — roughly a tenth
of the young internet — by autonomously
exploiting sendmail, fingerd, and weak
passwords. With no packet captures and no EDR,
investigators at Berkeley, MIT, and Purdue
decompiled the worm's code itself, making Gene

Spafford's analysis one of the founding

Trojan That Invented the
Hidden Browser and Built a
Criminal Industry

Surfacing in 2007, the Zeus trojan redefined
financial malware by hijacking what victims
already had: authenticated online-banking
sessions, manipulated in real time through web
injects and hidden-VNC modules that let
operators drive the victim's browser invisibly,
from the victim's own IP. The FBI's 2010
Operation Trident Breach charged over 100
money mules moving roughly $70 million, and

after the source code leaked in 2011, Zeus's



documents of malware forensics, and the case
produced the first conviction under the
Computer Fraud and Abuse Act. Thirty-eight
years before an OpenAl agent walked through
Hugging Face on its own, Morris proved the
defining problem: when the intruder is a
program, the investigation starts with reverse-

engineering its intent.

WANNACRY (2017)

The Ransomware That
Needed No Hacker: How a
Self-Spreading Worm Locked
200,000 Machines in a Single
Weekend

In May 2017, WannaCry tore across 150 countries
in hours, encrypting an estimated 200,000-plus
computers — from the UK's National Health
Service to Spanish telecoms — by welding
ransomware to the leaked EternalBlue SMB
exploit so it propagated on its own, with no
phishing click and no operator at the keyboard.
Investigators reconstructed its spread from
network captures and the now-famous kill-
switch domain, and Britain's NCSC later
attributed it to North Korea's Lazarus Group.
WannaCry proved that an automated, self-
executing attack could outrun every human
responder — the modern echo of the Morris
Worm's lesson, and the ancestor of today's

machine-speed, Al-driven intrusions.

architecture spawned Gameover Zeus and a
decade of descendants — down to this week's
MedusaHVNC. Forensically, Zeus forced
investigators to stop treating a "clean" login as
innocent and start reconstructing session
behavior — the very discipline that session-
riding attacks still demand today.

THE MIRAI BOTNET (2016)

An Army of Cameras That
Recruited Itself: The IoT
Worm That Broke the
Internet, Then Open-Sourced
Its Own Blueprint

In late 2016, the Mirai botnet marshaled
hundreds of thousands of hijacked cameras and
routers by automatically scanning the internet
for devices still using factory-default passwords,
then hurled record-breaking DDoS floods that
knocked out Dyn's DNS and much of the U.S.
East Coast's web access. Forensic teams traced
the takedowns to the self-propagating worm, and
when its author dumped the source code
publicly, the automation replicated into
countless variants overnight. Mirai showed how
attack logic, once automated and released,
perpetuates without its creator — the same
runaway-automation problem investigators now
face as Al models generate and drive attacks on
their own.

TOOLS OF THE TRADE

OPEN SOURCE

DFIR-ORC

ANSSI —V10.3.4

France's national CERT
ships a fresh release of its
forensic artifact collector,
which sweeps a live
Windows fleet for registry
hives, event logs, MFT,
and memory-resident
indicators in one signed
binary. Deploy it when a
Cisco FMC or VeloCloud
foothold means you
suddenly need triage

OPEN SOURCE

Chainsaw
WITHSECURE — V2.16.3

The rapid event-log
hunter gets an update: it
tears through Windows
EVTX at speed, applying
Sigma rules and built-in
detection logic offline.
Point it at a suspect host
to surface MedusaHVNC's
wscript.exe launcher and
Startup persistence in
minutes, no SIEM
ingestion required.

COMMERCIAL

Exterro ARMOURop

EXTERRO — JULY 2026

A new on-premises Al
engine for forensic labs
that summarizes and
prioritizes case evidence
without sending a byte to
the public cloud —
benchmarks show
evidence preparation
dropping from hours to
minutes. A pointed
answer to the week's
theme: Al accelerating the

UTILITY / SCRIPT

iLEAPP

LEAPPS PROJECT — V2026.2.1

The Python iOS artifact
parser updates alongside
this week's community
deep-dives into Apple
Unified Logs and the
Biome data streams. Run
it against an iOS
extraction to convert logs,
pattern-of-life databases,
and app artifacts into
readable timelines — free,



collections from
hundreds of hosts at once.

investigator instead of the scriptable, and court-
intruder. tested.

PRIORITY CVE ADVISORIES RECENT MALWARE WATCH

ARCHIVE ALERT
CVE-2026-15409 (SONICWALL
SMA 1000)

Aserver-side request forgery flaw
inthe Workplace interface lets an
unauthenticated attacker force
arbitrary internal requests; CVSS
10.0. Exploited as a zero-day since
June 22 by an Inc ransomware-
linked actor who stole
credentials, session data, and
TOTP seeds; CISAKEV. Forensic
Note:Review SMA logs, rotate all
credentials and MFA seeds, and
hunt pivots toward domain
controllers.

ARCHIVE ALERT
CVE-2026-63030
(WORDPRESS CORE)

"wp2shell" —a REST API batch-
processor logic flaw chained with
SQL injection (CVE-2026-60137)
yields unauthenticated RCE on
defaultinstalls of 6.9.0-6.9.4 and
7.0.0-7.0.1; CISAKEV July 21 with
public PoCs. Forensic Note:
Inspect logs for /wp-
json/batch/v1 abuse, force
updatesto6.9.5/7.0.2,and hunt
dropped PHP web shells.
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ARCHIVE: JULY 28, 2026
STARLAND RAT — THE
TROJAN BEHIND THE FAKE
INSTALLER

Tracked by Cisco Talos to UAT-
11795, Starland rides trojanized
Zoom, WebEx, MobaXterm, and
DBeaverinstallers —a
weaponized HTAvia mshta.exe,
then NSIS-delivered byte-
compiled Python thatinventories
AD data, grabs screenshots, and
scans 40-plus crypto wallets, with
a Polygon smart contract as
fallback C2. Hunt mshta.exe
spawning NSISinstallers and
outbound Polygon RPC calls.

ARCHIVE: JULY 21, 2026
CHOCOPOC — THE EXPLOIT
YOU CLONED IS THE ATTACK

Disclosed by YesWeHack and
Sekoia, a Python RAT hidden
inside fake proof-of-concept
exploit repos for flaws in
FortiWeb, Ivanti Sentry, and PAN-
0S. Malice sits in dependencies
named frintand skytext,so a
routine pip install lifts passwords,
cookies, and files, using Mapbox
asaC2dead-drop. Review
requirements.txt and pip history,
and hunt outbound Mapbox API
traffic.



